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I.

INTRODUCTION

In striving to achieve excellence, a sound corporate culture supported by ethical behavior is of the utmost
importance. It is for this purpose that this General Code of Conduct (the “General Code” or “Code”) sets
forth the principles and requirements that apply to all employees of Institutional Shareholder Services
Inc. and its direct and indirect wholly-owned subsidiaries worldwide (collectively referred to as the
“Company”). It also covers certain obligations should you leave the Company for any reason. The General
Code should be read together with other Company policies and procedures, many of which can be found
on the Company’s intranet site.
To the extent there is any conflict between this General Code and any other applicable Company policies
or procedures, you are subject to the most restrictive policies and procedures. In addition, to the extent
that local law and regulations conflict with a provision in this General Code, the conflicting provision of
this Code will not apply.
The General Code cannot and does not specifically address every legal or ethical issue that you may face
at the Company. You are responsible for being familiar with the General Code, adhering to the principles
and rules stated herein and seeking guidance when you are uncertain as to the proper course of action.
By following Company policies and procedures, adhering to the letter and the spirit of all applicable laws
and regulations, and by applying sound judgment to your activities, you can demonstrate your
commitment to the Company’s business principles and ethics.
All ISS employees must always ensure the Company’s business is conducted with integrity and honesty
and in a manner that is compliant with all applicable laws and regulations.
Ultimately, we are guided by the most basic principle: Doing the right thing!

II.

DOING THE RIGHT THING

Doing the right thing means that employees must use good judgement, make appropriate and ethical
decisions and take responsibility for their actions. Such judgements are not always clear cut so when in
doubt, try asking the following questions:
›

Does my action comply with the letter and spirit of applicable laws, regulations and Company
policies?

›

Is my action consistent with the Company’s core values?

›

Could my action damage my reputation and/or the Company’s, or embarrass me or the
Company?

›

Who might benefit from or be harmed by my action?

›

How would my action be viewed by others if it were the subject of media reports?

If you are still unsure about the appropriateness of a course of action, you should seek guidance from
your manager or the Human Resources or Compliance departments.
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III.

PROTECTING THE COMPANY’S INTERESTS

Fraud Prevention
Fraud is an intentional act of deception where the purpose is to provide the perpetrator with an
unlawful financial or personal gain. Fraud is a constant threat in the financial sector and it may occur
internally or externally. It can be perpetuated by employees, clients, third parties, individually or in
collusion with others.
The Company has a zero-tolerance approach to fraud and as such all types of fraud are prohibited. Any
allegations of fraud must be reported to the Compliance department immediately.

Conflicts of Interest
Situations where personal interests conflict, or appear to conflict, with the interests of the Company or
clients must be avoided. A conflict of interest exists whenever a business or personal circumstance
impairs professional judgement or the ability to act in the best interest of the Company or its clients.
Such conflicts may include, but are not limited to:
›
›
›

Engaging in any outside activity that may be inconsistent with the Company’s business
interests;
Transacting in securities using non-public information obtained through your job; or
Utilizing Company funds for personal, unethical, or unlawful purposes

All employees are required to take appropriate measures to recognize, manage, or avoid situations
where a conflict of interest might arise. When potential conflicts of interest arise, employees should
contact the Compliance department for guidance.

Gifts and Entertainment
A conflict of interest could arise when giving and/or receiving gifts and/or entertainment. The principle
in this instance is that the recipient should not accept nor give any gifts, favors, entertainment,
hospitality, special accommodations, or any other things of material value that could be viewed as
inappropriate or that are intended to inappropriately influence the recipient’s analysis, decisions, or
opinions.
Gifts, entertainment, and hospitality could include the receipt or offer of gifts, meals or tokens of
appreciation or gratitude, or invitations to events, functions, or other social gatherings, in connection
with matters related to the business of the Company. These activities are generally acceptable provided
they fall within reasonable bounds of value and occurrence and are provided for a proper purpose.
The following should be taken into consideration when deciding the appropriateness of a gift and
entertainment offer:
›

Employees may not offer entertainment to a third party where they do not attend the event
themselves, nor may they accept entertainment where the host does not attend
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›

Entertainment may only be provided to persons where there is a business relationship and not,
for example, to the family or associates of the business contact (although it may be permissible
in certain circumstances for a family member or associate of a business contact to also
participate in the entertainment along with the business contact)

›

The gift may not constitute cash or a cash equivalent (e.g. gift certificates, gift cards, vouchers,
etc.)

Additional provisions regarding gifts and entertainment apply to certain employees of the Company and
can be found in the Company’s Code of Ethics.
For any questions related to the appropriateness of any proposed or received gift and/or entertainment,
please contact the Compliance department.

Political Contributions
The Company is a politically neutral organization and will not support, endorse, or make political
contributions to any political parties or candidates. Employees may not make any political contributions
as a representative of the Company. Personal political contributions made by employees will not be
reimbursed by the Company.
Additional provisions regarding political contributions apply to certain employees of the Company and
can be found in the Company’s Code of Ethics.

Social Media
All employees of the Company are required to behave diligently and bear in mind their responsibility
when using social media platforms, whether it is for business or personal purposes. Employees should
be mindful of the potential impact that social media communications or activities could have on
personal and Company reputation.
A copy of the Social Media Policy is set forth as an appendix below.

Anti-Money Laundering and Counter Terrorist Financing
Money laundering is the process by which individuals or organizations attempt to conceal the true origin
and ownership of the proceeds of illegal activities and integrate the funds back into the financial system.
Participation in money laundering activities is a crime.
The Company is committed to compliance with applicable anti-money laundering laws and regulations.
All employees are required to act in a diligent manner to prevent the Company from being used to
further money laundering and terrorist financing. All employees must be on alert for possible money
laundering or suspicious conduct by clients, prospective clients and other third-parties. If an employee
suspects suspicious activity, the employee must contact the Compliance department immediately.
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Economic Trade Sanctions and Embargoes
The Company and its employees are prohibited from opening an account, establishing or continuing a
relationship or engaging in any direct or indirect transactions or dealings with a country, individual or
entity that has been sanctioned by a recognized governmental body. Governmental bodies such as the
United Nations Security Council, the U.S. Treasury Department’s Office of Foreign Assets Control, the
European Union, and the Office of Financial Sanctions Implementation have sanctioning powers.
Sanction regulations are strictly applied and violations can potentially subject the Company and its
employees to liability regardless of whether the Company or the employee were aware of the
regulations. It is the Company’s policy to comply with all applicable sanctions regulations.

Anti-Bribery and Corruption Statutes
Bribery is the offer, promise, giving, demanding or acceptance of an advantage as an inducement for an
action which is illegal, unethical or a breach of trust. Corruption is the misuse of public office or power
for private gain, or misuse of private power in relation to business outside the realm of government.
Corruption also includes any dishonest or fraudulent conduct by those in power and typically involves
bribery.
Most countries around the world, including the countries in which the Company operates, have antibribery, corruption and ethics laws and regulations that prohibit giving anything of value to government
officials (and, in some countries, to private sector entities and persons) for securing an improper
business advantage. These laws include the U.S. Foreign Corrupt Practices Act of 1977, which prohibits
individuals or companies from corruptly offering anything of value, either directly or indirectly, to a
government official to obtain or keep business. The U.K. Bribery Act 2010 similarly prohibits and places
the responsibility on firms to prevent any person from giving and taking bribes in both the private and
public sectors.
In this context, the term “Government Official” is broadly defined and includes, any employee, officer or
other individual acting in an official capacity for or on behalf of:
›
›
›

Any government or government-owned or controlled entity or agency;
Any political party, party official or political candidate; and
Any public international or supra-national organization, such as the World Bank or similar
organization with government members.

In addition, many government agencies have their own rules governing the acceptance by Government
Officials of gifts, travel and entertainment.
Employees are prohibited from offering, giving, soliciting, or accepting any bribe, whether cash or other
inducement, to or from any person or entity in order to gain commercial, contractual or regulatory
advantage for the Company in a way which is illegal and/or unethical.
You must contact the Compliance department to receive pre-approval prior to giving gifts, entertainment
or anything else of value to a Government Official. You also must obtain pre-approval before inviting
Government Officials to events sponsored by the Company.
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Anti-Boycott Laws
It is a violation of U.S. law to participate in or otherwise further a foreign economic boycott not sanctioned
by the U.S. government (a “foreign boycott”). Company employees must not refuse to do business or
furnish information in furtherance of, or otherwise participate in, a foreign boycott. U.S. regulations also
impose a reporting requirement on the receipt of foreign boycott requests. Violation of anti-boycott laws
may result in criminal, civil and regulatory penalties. Any employee who receives a request to supply
information or otherwise act in furtherance of an unsanctioned foreign boycott must immediately contact
the Compliance department.

Antitrust and Trade Regulation Laws
Antitrust and trade regulation laws are designed to ensure fair competition. Some forms of joint activities
are legally permissible, but others are not. Consult with the Compliance department if you have questions
about the application of antitrust or trade regulation laws to the business.
These laws place a prohibition on several business practices that restrain trade, and some examples are:
›

Price fixing conspiracies

›

Corporate mergers that are likely to reduce competition in certain markets

›

Predatory acts designed to gain hold on to monopoly power

ISS prides itself on conducting business in a fair and honest manner and has a zero-tolerance approach
to all business and/or transactions that violate these laws. Antitrust violations can result in criminal
charges against the individual as well as impose substantial fines. If an employee is requested to enter
into an illegal agreement relating to pricing, restraints, marketing, and monopolization, they are
required to notify the Compliance department immediately.

IV.

SAFEGUARDING AND MAINTAINING INFORMATION

Confidential and Proprietary Information
The Company possesses, and will continue to possess, confidential information that has:
›
›
›

Been created, discovered and developed by the Company;
Been disclosed to the Company by clients and other third parties under an obligation of
confidentiality; or
Otherwise become known to the Company.
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This information is confidential to the Company (or the entity which provided it to the Company) and has
commercial value in the business of the Company (or the party providing it). All such information, except
such information as is known or becomes known to the public without violation of the terms of this
Section IV, is hereafter called “Confidential and Proprietary Information.” Confidential and
Proprietary Information includes, but is not limited to: client lists, client holdings, transaction
and other client account details, client voting intentions, client proxy votes, client proxy voting
policies, client investment, engagement and screening strategies, other information related
Employees are prohibited
to the Company’s clients, details of Company contracts and pricing policies, Company financial
from sending Confidential
statements, projections, marketing plans or strategies, new product developments or plans,
and Proprietary
business acquisition plans, new personnel acquisition plans, trade secrets, formulas,
information to their own
operation methods, software and computer programs, developmental work and/or projects
or a third party personal
and any other information, not publicly available, provided and/or disclosed by a client that
email unless expressly
would pose a risk or undue harm on that client if it was publicly known.
authorized.
The Company puts equal weight on the protection of both Company Confidential and Proprietary
Information as well as the Confidential and Proprietary Information that is entrusted to the Company by
its clients and other third parties. All employees are responsible for the safeguarding of Confidential and
Proprietary Information. Both during and after an employee’s employment with the Company, the
employee must keep all such Confidential and Proprietary Information strictly confidential and may use
such Confidential and Proprietary Information only as expressly permitted.
Without limitation and by virtue of each Company employee’s employment with the Company and/or by
affirming agreement with this General Code, each Company employee agrees as follows:
›
›

›

To hold Confidential and Proprietary Information in strict confidence, to protect the security,
integrity and confidentiality of such information and to not permit unauthorized access to or
unauthorized use, disclosure, publication or dissemination of such information;
That all Confidential and Proprietary Information is and will remain the sole and exclusive
property of the Company (or the party providing it to the Company, as the case may be), and will
not be disclosed or revealed by the employee except to other Company employees who have a
need to know such information to fulfill their employment functions or as is otherwise required
in the performance of his/her duties for the Company; and
Upon termination of employment or at the request of the Company, to ensure that all Confidential
and Proprietary Information and all documents, notes and other writings or electronic records
that include or reflect Confidential and Proprietary Information and which are in the employee’s
possession are returned to the Company.

In support of the foregoing obligations regarding confidentiality, employees must observe the following
principles when dealing with Confidential and Proprietary Information:
›
›
›

Before sharing Confidential and Proprietary Information with others in the Company, be sure
that you are permitted to do so;
Do not disclose Confidential and Proprietary Information to other employees unless they have
a need to know such information to perform their work responsibilities; and
Do not disclose Confidential and Proprietary Information to anyone outside the Company unless
you are specifically authorized to do so, including as is strictly necessary while performing your
work responsibilities.
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Material Non-Public Information
Each employee is required to maintain a standard of conduct in effecting securities transactions, for their
own account or on behalf of others, which avoids both the reality and the appearance of gaining personal
advantage based on material1, non-public information (also referred to as insider trading) or at the
expense of any third party, including the Company’s clients. Additional provisions regarding personal
securities transactions apply to certain employees of the Company and can be found in the Company’s
Code of Ethics.

Privacy Laws
Privacy and data protection laws are designed to help protect against misuse of personal information. All
Company personnel must be aware of the responsibilities that come along with having access to and
processing data that relates to an individual living person, such as names and contact information,
government issued identification numbers (such as social security numbers, national insurance numbers,
passport numbers, etc.) and similar personally identifiable information. A copy of the Company’s external
privacy statement can be found here.
In addition, the Company is deeply committed to protecting the privacy of its employees’ personal
information. The Company’s internal privacy statement can be found here.

Internet and Electronic Communication Usage
All employees must be aware of the responsibilities that come along with having access to Company
systems and sensitive information. When using systems owned by the Company employees must always
exercise sound judgment. Employees must be aware that Company systems may not be used for any
purpose prohibited by law or by Company policies.
“Company systems” may include but are not limited to computer networks, laptops, email systems and
other third-party messaging systems, e-signature cards, email attachments, approved instant messaging
services, internet access facilities, mobile devices provided by the Company, podcasts, remote access
capabilities, faxing capabilities, telephone and voicemail.
A copy of the Internet and Electronic Communication Usage Policy is set forth as an appendix below.

Intellectual Property
Intellectual property law generally covers four areas: copyrights, patents, trademarks, and trade secrets.
The Company’s intellectual property assets are valuable to the Company and are therefore critical to
protect. To the maximum extent permitted by law and subject to any compulsory provisions of local law,
the Company owns all rights, title and interest in and to all intellectual property created or developed by
you during your employment with the Company. That ownership continues if you leave the Company.
Without limitation and by virtue of each employee’s employment with the Company and/or by affirming
agreement with this General Code, each Company employee agrees that all such intellectual property is
the sole and exclusive property of the Company and hereby assigns all right, title and interest in and to
such intellectual property to the Company.
1

Information is regarded as “material” if there is reasonable likelihood that it would be considered important to an investor in making an
investment decision regarding the purchase or sale of a company’s securities.
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Record Retention
The Company maintains books and records in accordance with applicable laws and policies. No one shall
destroy or alter records related to any forthcoming or ongoing investigation, lawsuit, audit, or
examination.

V.

TREAT OTHERS WITH DIGNITY AND RESPECT

The Company is committed to respecting diversity and developing a culture of equal opportunities and
inclusion that values collaboration, integrity and flexibility. The Company is also committed to a work
environment in which all individuals are treated with dignity and respect. It is the policy of the Company
to ensure equal employment opportunity without discrimination or harassment on the basis of race, color,
religion, age, gender, gender identity, sexual orientation, national origin, citizenship, disability, marital
and civil partnership/union status, pregnancy (including unlawful discrimination on the basis of a legally
protected pregnancy/maternity leave), veteran status or any other characteristic protected by law.
Additional information can be found in the Company’s Corporate Responsibility policy found here.

VI.

PROMOTE A SAFE AND HEALTHY WORKING
ENVIRONMENT

The Company is committed to conducting its business in compliance with all applicable environmental
and workplace health and safety laws and regulations. The Company strives to provide a safe and healthy
work environment for all employees. Achieving this goal is the responsibility of all employees.

VII.

VIOLATIONS OF THE GENERAL CODE OF CONDUCT

The General Code, including any future amendments, forms part of the terms and conditions of your
employment with the Company. If you violate the General Code, you will be subject to disciplinary action,
including possible termination of your employment. Disciplinary action will depend on the circumstances
and will be consistent with the Company’s policies and procedures.

VIII.

REPORTING CONCERNS

If you believe you or a fellow employee may have violated the law or Company policies, you have a duty
to promptly notify your manager and the Compliance department. You may also contact your Human
Resources representative as appropriate.
Nothing in the General Code prohibits you from reporting possible violations of the law or regulation
to, or co-operating with the investigative activities of, an appropriate governmental agency or from
participating in a government-sponsored whistleblower program.
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Reporting Hotline
The Company encourages open communication with respect to ethical matters and business practices;
however, in circumstances where you believe the concern you have reported to your manager or the
Compliance department has not been appropriately resolved, or if you would prefer to report the concern
through other channels, you may contact the Business Integrity Hotline.
The Business Integrity Hotline is available 24 hours per day, 7 days per week for employees to raise
concerns, including anonymously, if you have observed any conduct, whether by an employee, a
manager, a client, a consultant, an agent, a supplier or a third party, that potentially violates the law, a
regulation or Company policy, or that you otherwise believe is improper.

Non-Retaliation Commitment
The Company prohibits retaliation against an employee for reports or complaints regarding the
misconduct of others that were made in good faith. Open communication of issues and concerns by all
employees without fear of retribution is vital to the continued success of the Company.

IX.

COMPLIANCE REQUIREMENTS

Each employee must acknowledge upon hire and annually in writing or electronically, that they have
read and understood the obligations within the General Code and the policies contained herein and that
they agree to comply with the provisions.
If a situation arises where an employee finds that they have inadvertently breached the provisions, they
should immediately notify the Compliance department.
A willful breach or any failure to disclose a known inadvertent breach may result in severe consequences
for the Company and may therefore constitute grounds for disciplinary action and further actions.

X.

QUESTIONS

Please consult the Compliance department if you have any questions regarding the General Code or any
other related issues.
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XI.

APPENDIX – SOCIAL MEDIA POLICY

Content published through social media may be considered advertising and require supervisory oversight.
Employees should be cautious in any electronic communication and consider all online or social
networking activity on behalf of the Company to be an advertisement (or potential advertisement). This
would include content published through LinkedIn, Twitter, Facebook, blogs, or similar social media sites.
Employees are not allowed to publicly disclose any Confidential and Proprietary Information during their
relationship with the Company unless specifically authorized to do so. Furthermore, it is important for
employees to be aware that the use of social media for personal purposes may also have implications for
the Company. Covered Employees should exercise discretion when using social media.2

Social Media Users
All employees are expected to use social media wisely. Employees are considered ambassadors for the
Company’s brand and must carry themselves in a manner that is consistent with the steps outlined below.
This applies even when employees are using social media for personal purposes.

Use of the Company’s Own Social Media Accounts
Certain Marketing and Communications employees shall maintain the Company’s own social media
accounts, consisting of company blogs, LinkedIn, Twitter and any similar social media accounts. These
employees can post on the Company’s social media sites original content that has been approved by the
Compliance department (or a designee, who may be someone in Marketing and Communications), such
as information about the Company’s products and services, thought leadership pieces and corporate
news.
Employees may repost, retweet, like or take similar actions with respect to any content that has been
already been posted to one of the Company’s social media sites.

Permitted Personal Social Media Usage
Employees may not use social media sites for purposes of conducting Company business except for the
reposting, retweeting, liking or taking similar actions with respect to any content that has already been
posted to the Company’s social media sites unless expressly authorized by the Compliance department.
With respect to an employee's personal social media activities, it is not the Company’s intention to control
such personal usage; however, for the reasons discussed above, the Company does expect employees to
adhere to the set of standards set forth herein.
Employees must be careful to avoid the appearance or impression that their personal views have originated
from the Company. This is particularly important when an employee chooses to disclose their connection to
the Company on social media sites. Where there is a chance of any confusion, the Compliance department
recommends that employees take appropriate steps to make it clear that the views expressed are the

2

This policy does not prohibit and will not be enforced in any manner which could interfere with, restrain or coerce employees from engaging
in concerted activities, including the right to discuss terms and conditions of employment.
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personal views of the individual and not necessarily those of the Company. One way of doing this is through
a disclaimer, such as:

“The views expressed are mine and do not necessarily represent the position, strategy or opinions of
ISS.”
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XII.

APPENDIX – INTERNET AND ELECTRONIC
COMMUNICATION USAGE POLICY

Use of Company Systems
Only approved Company messaging systems may be used to conduct or host Company business.
Employees may not use personal messaging systems to conduct or host Company business except as may
be specifically authorized from time to time by the Company through secure methods. Careful thought
must be given when drafting and sending email, instant messages and/or other electronic
communications. Employees should avoid colorful, cavalier, colloquial or shorthand language that
might be misconstrued.
All information stored in or transmitted using Company systems is the property of the
Company. Employees should be aware that authorized persons may have access to their
electronic files, including internet usage records and electronic communication. The Company
will from time to time monitor compliance with applicable regulations and Company policies
to the extent not prohibited by applicable law and regulations. Electronic communications
may also be disclosed in regulatory and litigation matters and internal investigations.
Employees are prohibited from using Company systems in the following manner (these
examples are illustrative)
›

›
›
›
›
›
›
›
›
›
›

To ensure compliance
with company policies,
communications and
usage will be
monitored from time
to time to the extent
not prohibited by
applicable laws and
regulations.

Sending, storing, viewing, posting, forwarding or circulating (including to personal email
accounts) unlawful, offensive, harassing, threatening, fraudulent or other inappropriate
materials, jokes or messages, including but not limited to, pornography or violent language or
images and religious or political materials;
Attempting to avoid or disable technologies or methods implemented by the Company to
block access to certain websites (e.g., pornographic websites or sites providing access to
personal email accounts);
Using Company systems for personal gain or illegal purposes;
Sending, viewing, posting, forwarding or circulating advertisements, or promotions not
related to Company business in a manner that suggests the item has been endorsed by the
Company;
Sending, viewing, posting, forwarding or, internally or externally, electronic messages
containing confidential or proprietary information of the Company for non-business or other
inappropriate purposes;
Removing or changing any email disclaimer installed by the Company;
Automatic forwarding of email to external or personal email accounts;
Creating Out of Office Autoreply messages that contain contact information that includes
personal or external email accounts;
Automatic forwarding of email from an account maintained by a previous employer to any
Company email account;
Hosting Company information on third-party services or using messaging services (e.g.,
calendar, email, online data and contact storage sites) that have not been approved by the
Company;
Sending, viewing, posting, forwarding or circulating externally any communication or material
indicated for internal use (e.g., For Internal Use Only - Not for Redistribution), including those
posted for use by Company management on the intranet;
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›
›

Using Company systems to misuse Company or third-party intellectual property rights; and
Gaining unauthorized access to electronic systems, including third party systems.

In addition, when using Company systems employees should recognize the following:
›
›
›
›
›

Unintended recipients might see electronic messages transmitted or forwarded internally or
externally (e.g., over the internet);
Records of electronic communications are retained by the Company even after deletion by the
employee;
Messages might have false or misleading address components when sent by third parties (i.e., the
appearance of the message’s sender can easily be falsified);
Messages transmitted might not be delivered or may be delayed; and
Information sent electronically to external sites generally cannot be recalled once sent.

When browsing the internet, employees must follow the terms of use available on external websites,
unless advised otherwise by the Compliance department. From time to time, the Company may deem it
necessary to strip attachments from email to mitigate the risk of exposure from viruses. For example,
executable files (.exe) will often be removed from email, as they are a means for transmitting viruses. The
Company may use cookies and other similar technology for the purposes of improving web site content,
performance and security, and monitoring use of the site or as required by law or regulation.

Offensive or Inappropriate Material
If an employee receives electronic communication that contains offensive or inappropriate material and
the employee believes that the Company should be aware of the communication and/or act in relation to
it, the employees should contact the Human Resources department.
For further direction regarding the reporting of discriminatory or harassing conduct, including instances
in which such reporting may be mandatory, please refer to the Company’s policies prohibiting
discrimination and harassment in the workplace, or contact Human Resources and/or the Compliance
department.

Software, Viruses, and Encryption
Unless specifically required as part of your job responsibilities, employees are prohibited from:
›
›
›
›

Downloading, transmitting, installing or using software that has not been approved by the
Company;
Using software in a manner inconsistent with applicable licenses governing the Company’s use of
that software;
Using encryption technology regarding electronic communications without prior approval; and
Creating or disseminating destructive programs such as viruses, Trojan horses or self-replicating
code.

Please note that this list is not all-inclusive.
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Unsolicited Communications
“Unsolicited Communications” mean any unwelcome telephone, text, email, or other electronic
communications, the primary purpose of which is advertising or solicitation of a product or service.
Unsolicited Communications may only be transmitted by employees in compliance with applicable rules
and regulations. For additional details on the use of Unsolicited Communications, contact the Compliance
department.

Personal Email Accounts
Employees are prohibited from using Company systems to access personal email accounts, except as may
be specifically authorized from time to time by the Company.
For their personal use, some employees may have personal email accounts with various internet service
providers or internet portal sites. Accessing personal email accounts using Company systems places the
Company at risk by potentially introducing viruses and other high-risk attachments into Company systems.
Therefore, such access is prohibited except as may be specifically authorized from time to time by the
Company through secure methods.

Instant Messaging
Employees are not allowed to use Company systems to access instant messaging (“IM”) services, except
those services that have been approved by the Company for employees’ use. It should be noted that the
Company may retain records of all IM conversations on Company systems. The same discretion and
thought used when writing emails sent using Company systems should be applied to the use of Companyapproved IM services.

External Chat Sites, Blogs, Bulletin Boards and Newsgroups
Employees are prohibited from using Company systems to post information to or otherwise communicate
in external chat sites, blogs, electronic bulletin boards, newsgroups or other similar external services
without the written approval of the Compliance department. Further, when accessing or using any of
these services through non-Company systems, employees are prohibited from disclosing any information
learned or created in the course of their relationship with the Company, or otherwise posting information,
including information about Company employees or clients, in a manner that is inconsistent with
Company policies or the General Code.

Personal Use of Company Systems
Company systems are intended for use in conducting Company business. Employees can use these
systems for reasonable and occasional personal use and in accordance with local office or business unit
policy. Personal use must be kept to a minimum and should not interfere with business responsibilities.
This type of use of Company systems is subject to all provisions contained within this policy, including the
Company’s right to monitor such use.
When using Company systems for personal reasons, employees should exercise sound judgment to
protect the Company’s reputation. In addition, employees should avoid using Company systems to
communicate sensitive and/or personal information that might cause distress or embarrassment if viewed
by unintended recipients.
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